
© pro4bizz GmbH 2017 

 
 

QRadar – Security Intelligence 

SIEM Workshop 
ASOC intern 
2016 
 
 

1 

Karl-Heinz Jaeger 
19. Feb. 2016 

QRadar braindump 
15. März. 2017  
 
Karl Jaeger 
 
Pro4bizz GmbH 
https://www.pro4bizz.de 

karl.jaeger@pro4bizz.de 

0721-909 81 720 

 



© pro4bizz GmbH 2017 

 
 

QRadar – Security Intelligence 

Agenda 
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•  SIEM Markt und Einführung QRadar 
•  IBM Training und Zertifizierung 
•  QRadar Dokumentation 
•  IBM Fix Central und Installationsschritte 
•  Demo VM 
•  Betrieb QRadar 
•  Einbindung in IT Infrastruktur 
•  Einbindung in Workflow 
•  QRadar Architektur und Plattformen 
•  SIEM Sizing 
•  QRadar Finetuning 
•  Logs & Flow (Datenquellen, Netzwerkinfrastruktur) 
•  Alarme & Regeln 
•  System Monitoring (Beispielalarme) 
•  Trouble Shooting 
•  IBM Service Request 
•  High Availability 
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•  Gartner MQ August 2016 
•  Leaders: IBM, HPE, EMC, 
Splunk, Intel Security, LogRhythm 
•  Challengers: EMC 
•  Visionaries: AlienVault 

•  Hype/Top 
•  APT / Cyberdefense 
•  RM / VM 
•  Forensik 
•  HP TAP 
•  Know How 
•  NG SIEM  
•  Fireeye HX/NX 

 

SIEM Markt 

3 



© pro4bizz GmbH 2017 

 
 

QRadar – Security Intelligence 

Einführung QRadar & Marktüberblick 
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ITSiG: Ziel, Inhalt und Herausforderung 

2017-p4b-IT-Sicherheit 

P4B SIEM und Q1Labs 2017 
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Q1 Training 
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•  IBM Security QRadar SIEM 7.2 Foundations 

https://www-03.ibm.com/services/learning/ites.wss/zz-en?
pageType=course_description&cc=&courseCode=BQ102G 
 
•  IBM Security QRadar SIEM 7.2 Administration and 

Configuration (Advanced) 

https://www-03.ibm.com/services/learning/ites.wss/zz-en?
pageType=course_description&cc=&courseCode=BQ150G 
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Q1 Zertifizierung 
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Q1 Dokumentation 
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Q1 Dokumentation 
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drive:\Lieferanten\Q1Labs\Dokumentation\QRadar-7.2.5 
 
QRadar_gs_guide.pdf 
 
QRadar_hardware_guide 
 
QRadar_Admin_Guide.pdf 
 
QRadar_users_guide 

(b_dsm_guide.pdf) DSM Configuration Guide 
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IBM Fix Central  

http://www.ibm.com/support/knowledgecenter/SS42VS_7.2.7/
com.ibm.qradar.doc/t_siem_vrt_ap_inst_iso.html 
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Q1 installation steps 

•  download des iso image von 
•  https://www-945.ibm.com/support/fixcentral/ 
•  dort QRadar als Produkt auswählen  
•  dann wählen Sie das entsprechende ISO Image, zB QR 

7.2.8 als Basis aus und installieren darauf den 
entsprechenden fixpack, also 7.2.8 patch1 

•  zum installieren wird der activation key der VM benötigt 
•  Lizenz wird automatisch für 30 Tage generiert 
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Demo VM 

•  Prerequisites Demo VM 
•  Recommended hardware and software requirements 

for each demo VM 
•  VMware Workstation 9 or above, or equivalent ESXi/

vSphere 
•  min. 2 core CPU 
•  min. 24 GB available RAM (32GB empfohlen) 
•  Solid state drive (SSD) with 100GB available space 
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here we go... 
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Betrieb Qradar 
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•  Infrastrukturmgmt 
• DNS intern 
• CMDB 
• Namenskonzept 
• Netzwerkkonzept 
•  Best Practice 
• Change Mgmt 
• Patch Mgmt 
• Security Mgmt (Incident Handling, CERT, NOC) 
• Risk Mgmt 
•  ITIL Prozesse 
• Service Operation 
• Continuous Service Improvement  
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ITIL v3 
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Einbindung in IT Infrastruktur 
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•  Rekursives DNS  
•  CMDB import oder autodiscovery via Flow 
•  Netzwerkhierarchie (notfalls aus Regelwerk) 
•  Syslog forwarder (may need IP spoofing) 
•  DMZ  
•  BBs 
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Einbindung in SI Workflow 
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Offense Workflow 
 
Protokolle 
•  SMTP 
•  SNMP 
•  syslog 
•  API (REST) 
 
Products 
•  OTRS 
•  Service Now 
•  Remedy 
•  ... 
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Qradar Architektur 

Events Flows Vulnerabilities 

Event Collector 
(EC) 

Event Processor 
(EP) 

Magistrate 
(MPC) 

QFlow 

Ariel 

Ariel Proxy 
(APS) 

Ariel Query 
(AQS) 

Vuln. Integration 
Services 

(VIS) 

Asset Profiler 
(AP) 

Postgresql 

Tomcat 

Hostcontext 

Reporting 
Executor 

Report 
Runner 

Accumulator 

Offline Forwarder 

Historical Correlation 
Processor 
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Plattformen 
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1.  Appliance incl. HA-Option 
2.  Software (Server Platform) 
3.  VM (ESX) 

•  QRadar_Hardware_Guide.pdf  
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Sizing 

•  Design 
AiO vs. Distributed 
 
•  Tools 
EPS and Flow Calculator V2 
 
•  Lab 
Boot Camp 
SAO 
VM 
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Finetuning 
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1. Network Hierarchy 
2.  Asset Discovery / BBs / VA 
3.  False Pos 
4. Offense disable 
5. User defined rules 
6.  LSX  
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Logs & Flow (Datenquellen, Netzwerkinfrastruktur) 
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•  Logsources 
•    80% autodiscovered 
•    Rest nach DSM Guide und Log Source Guide 
•    Unknown Logsource 
•  Advanced: BQ121_Unit06_CollLogs  
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Flow Sources 
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•  Flow Typen 
•  IPFIX 
•  Foundations: Unit 7 Investigating an offense 

triggered by flowsQRadar  
•  Admin Guide.pdf: Chapter 12. Flow sources 

management 
•  ESX Switch 
•  Offene Fragen 
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Netzwerkhierarchie 

23 

•  Advanced: IBM Security QRadar SIEM 7.2 Administration and 
Configuration - Unit 02 

 
•  QRadar Admin Guide: Chapter 6. Set up Qradar: Network 

hierarchy 

•  CLI 
•  Demo 
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Alarme = Offenses 
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•  Unit 4 Foundations (BQ101): BQ101_04_OffenseEvents_slides - 
Investigating an offense triggered by events 

•  Unit 9/10 Advanced (BQ121): 
 BQ121_Unit09_RulesOverview 
 BQ121_Unit10_RulesDesign  

•  Admin Guide: Chapter 6 Setup QRadar - Configuring custom email 
notifications 

•  Unit 12 Advanced (BQ121): Creating Reference Maps 
(BQ121_Unit12_RefMaps) 

•  User Guide: Chapter 4 Offense Management 
•  Rules.pdf 
•  Health Monitoring Rules 
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Offenses – alle Links 
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•  P4B QRadar hacks: false alarm (pro4bizz) 

•  Unit 4/5 Foundations (BQ101) 

•  Unit 9/10 Advanced (BQ121): 
  

•  Admin Guide: Chapter 6 - Configuring custom email notifications 

•  Unit 12 Advanced (BQ121) 

•  User Guide: Chapter 4 Offense Management 

•  Rules.pdf 

•  Security Monitoring Rules (health check) 
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QR System Monitoring Labsystem 1 
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QR System Monitoring Labsystem 2 

27 

Ø View All 
Ø Select Leistungseinbußen 
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QR System Monitoring Labsystem 3 
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QR Beispielalarm - Summary 
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QR Beispielalarm - Regel 
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QR Beispielalarm - Alarmsearch 

31 



© pro4bizz GmbH 2017 

 
 

QRadar – Security Intelligence 

offense details 
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event details 
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QR Beispiel Systemerror Labsystem 
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IBM Knowledgebase via Help 
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IBM System notifications 
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Drilldown auto update error from dashboard 1 
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Drilldown auto update error from dashboard 2 
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Drilldown auto update error from dashboard 3 
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Autoupdate log  
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Trouble shooting auto update 
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auto update 2 
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auto update 3 
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Trouble Shooting 
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•  IBM QRadar Dokumentation 
•  QRadar Help 
•  Log Activity 
System (lokale IP) 
SIM Audit 
•  QRadar_Troubleshooting_System_Notifications_Guide.pdf 
 
•  CLI 
/var/log/qradar.log 
/var/log/qradar.error 
/opt/qradar/support/get_logs.sh -s 
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IBM SR (PMR) 
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•  Support ICN 
•  Customer Contract 
•  SR Access right 
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IBM SR (PMR) 
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health check messages 
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Prüfe Logaktivität 
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System Management 
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Backup 
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HA Status 
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cd /opt/qradar/support 
./ha_diagnosis.sh 
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HA Status 
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